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Committee Philosophy

- Committee membership is open

- Governance Is through FRAC and
TDEM

- Committee Work Product
Implementation plan and timeline
remains to be seen



TDEM and First Responder Advisory
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Is a Statewide First Responder
ID/Credential:
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Statewide First Responder
credentialing goals

1. Ensure responders are who they
claim to be

2. Ensure responders are qualified
and/or certified to perform the
functions necessary

3. Ensure responders have
authorization for access to incident



Statewide First Responder
credentialing goals

4. Allow interoperability with other state
and federal responders

5. Follow standards-based approaches
to insulate from non-proprietary
solutions and higher costs

6. Follow National Incident Management
Systems (NIMS) Guidelines



Statewide First Responder

credentialing goals

6. FInd solutions that support routine,
day to day uses as well as local,
regional and statewide disaster
response

7. Ensure Physical Access Control
capability follows standards

8. Ensure field verification process can
work in Disaster/Comm Out situations



FIRST RULE OF THUMB:

FIRST, DO NO HARM!

Existing ID/Credentialing efforts should

be supported and every effort made to

roll any local or regional effort into the
statewide Initiative




Is a Statewide ID/Credential
accomplishable:

&9 This poll has received the maximum number of

Within one year

Within two years

Never, we will never
be able to compromise

Poll: Is a Statewide ID/Credential accomplisha...
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-
Components of ID/Credentialing
Systems

1. Who are you? Can | trust that you are who
you say you are?

|[dentit

2. Are you a Paramedic, firefighter, Police
Officer? How do | know?

_ Attributes |

3. Do you belong here? Can | allow you into
the Incident?

ACCess




You have to have to confirm a
block before going to the next

block
1 2 3
: Attributes/
ldentity ‘{Credentials } ‘
Who are What can Are you
you? you do to allowed in?

help?



ldentity - A State-Owned Process,
iterally Cradle to Grave
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-9 Documents — Essential to Identity

Proofing
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Attributes - Certifications and other

capabillities
- TX Commission on Fire Protection (TCFP)

- TX Commission on Certification for Law Enforcement
Officer Standards and Education (TCLEOSE)

- Dept of State Health Services EMT, Paramedic and other
medical certifications or licenses

- TX Board of Medical Examiners (TBME) — MD Licenses
- TX Board of Nursing Examiners (TBNE) — RN Licenses

- Rescue??
- HazMat??
- SWAT??



Attributes - Certifications and other
capabilities Back-End Attribute

Exchange
Source Authorities

-

TCLEOSE
TCFP State Card
. Management
[ ' System
TBME

TBNE

DSHS




Aftributes - Certifications and other

capabillities

- Should we only use State certifications that
are verifiable by Source Authorities?

- What do we do with certifications/skills that
are valuable to disaster response but there
IS no state Source Authority?

- Should we pursue automatic connectivity to
Source Authorities for Attribute
Management?
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I
NIMS Credentialing Guideline

NIMS Guideline for the
Credentialing of Personnel

July 2011

64 Homeland
¥ Security




I
NIMS Credentialing Guideline

- Strongly recommends using FIPS-201/PIV-Interoperable
processes to ensure trust

- Does not require states or locals to use FIPS-201

- Gives guidance that will enable all states to have a trusted
federated ldentification process for all First Responders.



I
NIMS Credentialing Guideline



I
NIMS Credentialing Guideline



FIPS-201 processes

- Sponsorship

- Enrollment

- [ssuance

- Attribute management
- Authorization

- On site verification (Comm up, Comm out
environments)

- Revocation



Revocation

- Will the Statewide first responder authentication credential
be revoked if the personnel is no longer employed by the
agency?

- Examples of unresolved issues:

- TCLEOSE card is still valid when employee is fired (Attribute card)
- Drivers License is still valid when employee is fired (ID card)

- SAPD ID card is not valid when employee is fired (Agency-
Sponsored card)

- What happens when employees loses certification but is still
employed?

- Even more importantly, how do we communicate when an
ID card is no longer valid and has been revoked?



-
FIPS-201 — a NIST standard for PIV

- Processes
- Technical Specs

- Hardware



-
FIPS 201 cont.

- Personal ldentity Verification (PIV) card — HSPD-
12 required all Federal Agencies and Federal
Contractors to be issued a PIV card.

- PIV-Interoperable — cards for State and Local
agencies (Non-federal) following the FIPS-201
standards and requirements. FIPS-201
processes allow trust among all parties (Local,
State, and Feds)
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- State of lllinois

- Commonwealth of Pennsylvania
- Commonwealth of Virginia

- State of West Virginia

- State of Colorado

- State of Hawalili

- District of Columbia

- STRAC

- FEMA Science and Technology



- FEMA and DHS Science
and Technology Case
Study on state/local PIV-I
deployments


















Multi-Factor Authentication

"EXxisting authentication methodologies involve thre e
basic “factors”:

« Something the user knows (e.g., password, PIN);
e Something the user has (e.g., ATM card, smart card); and

 Something the user is (e.g., biometric characteristic, such
as a fingerprint).

Authentication methods that depend on more than one
factor are more difficult to compromise than single -
factor methods." -- Federal Financial Institutions
Examination Council (FFIEC)



Multi-Factor Authentication

"EXisting authentication methodologies involve
three basic “factors™:

1 Factor - Something you have (Card)
2 Factor — Something you know (PIN)
3 Factor — Something you are (Biometric)
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NEXT STEPS??




